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BBenenue

ModBus — KOMMYHUKAIlMOHHBI MPOTOKOJ, OCHOBAaHHBIM Ha KJIMEHT-CEPBEPHOU apXHUTEKTypeE.
Pazpabotan ¢upmoit Modicon jy1st icTonb30BaHus B KOHTPOJUIEpax ¢ mporpammupyemoit sorukoit (PLC).
Cran cranmaptoM J1e-GakTo B MPOMBIIUICHHOCTH M IIWPOKO MPUMEHSETCS IJi OpPraHu3allid CBS3U
MPOMBIIIUIEHHOTO ~ 3JIEKTPOHHOTO  oOopydoBaHusi. Mcmonb3dyer s mepefadyd  JIaHHBIX — 4yepe3
nocJyieioBaTebHbie JIMHUKM CBs3U RS-485, RS-422, RS-232, a Taxxke cern TCP/IP. B nacrosimee Bpems
NOJ/IEP’KUBAETC HEKOMMepUueckoi oprannzanueii ModBus-IDA.

CymectByroT Tpu pexxuma mnpotokosa: ModBus/RTU, ModBus/ASCII u ModBus/TCP. IlepBrie nBa
UCTIONB3YIOT MOCTIEA0BaTENbHBIE JIMHUU CBSA3H (B OCHOBHOM RS-485, pexe RS-422/RS-232), nocnennuit
UCTIONB3YeT i iepenayn naHubix cetu TCP/IP.

Monyns cOopa MAaHHBIX TMPEAOCTABISET BO3MOXKHOCTH CcOOMpaTh HMH(OpPMALMIO Yy pa3IHYHBIX
ycrpoiicTB mo mpotokoidy ModBus Bo Bcex pexumax. Takxke MomylieM peanu3yloTcss (YHKIUH
TOPU30HTAILHOTO PE3EPBUPOBAHMS, a UMEHHO COBMECTHOW pabOThI ¢ yHadEHHOW CTAaHIMEH STOTO-)KE
ypoBHA. B TO ke BpeMsi MOAYJIb IPOTOKOJIA MO3BOJIIET c(hOPMUPOBATH U BBIJATH JAHHBIE MO MPOTOKOIY
ModBus B pa3nuuHbBIX peXumax U depe3 HHTepdeichl, MoAaepKUBaeMble MOIYJISAMHU IOJICUCTEMbI
«TpancopTbI».
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1. O01ee onmucanue nporokojga ModBus

[Tpotokonn ModBus/RTU mnpennonaraer ogHO Beayllee (3ampamiuBaroliee) YCTPOWCTBO B JIMHUHU
(master), KOTOpO€ MOKET IepelaBaTh KOMaHAbl OJIHOMY MJIM HECKOJBKUM BEJOMBIM YCTpoicTBaM (slave),
oOpamiasicb K HUM IO YHUKalbHOMY B JHMHUM ajapecy. CHHTaKCUC KOMaHJ IPOTOKOJIA MO3BOJISET
anpecoBarh 247 ycTpoMCTB Ha OAHOW JUHUM cBsizu craHmapta RS-485 (pexxe RS-422 wnum RS-232). B
ciyuae ¢ pexxumoM TCP azapecanusi MCKIHOYE€Ha M3 IPOTOKOJIA, MOCKOJIBKY BBIMOJIHAETCS Ha YpPOBHE
TCP/IP creka.

NuunmatuBa mpoBeneHuss 0OMeHa BCeTJia MCXOIUT OT BEIYyIIEro ycTponcTBa. Bemomeie ycTpoiicTBa
IPOCIYUIMBAIOT JIMHUIO CBsA3U. Mactep nofaér 3anpoc (II0oChlUIKa, MOCIe10BaTEeNbHOCT OANT) B JIMHUIO U
NIEPEXOJUT B COCTOSHUE MPOCIYLIMBAaHHS JIMHUM CBA3U. BenoMoe ycTpoHMCTBO OTBEYAaeT Ha 3ampoc,
IpUIIEAMnH B ero aapec. OKOHYaHWE OTBETHON IOCBUIKM MACTEP OIPENENSIET 10 BPEMEHHOMY MHTEPBAITY
MEXIy OKOHYAHUEM MpuEMa Mpeaplayiero 0aiita u HadaiaoM npuéma cienyromiero. Eciam 3ToT nuaTepBan
IPEBBICUI BpeMs, HEOOXoauMoe Ui npuéMa mnosiropa OaiiTa Ha 3aJlaHHOM CKOPOCTH Iepenadd, NpUéM
¢peiima oTBeTa cunTaercs 3aBeplIEHHBIM. DpeiimMbl 3ampoca U OTBeTa Mo npoTtokosny ModBus mmeror
(buKcHpOBaHHBIN Qopmar.

1.1. Aapecanus

Bce onepanuu ¢ maHHBIMH TPUBSI3aHBI K HYJIO, KK BUJ JAHHBIX (PETHCTp, OUT, PETUCTP BXOAa
i 6uta Bxoja) HaunHatotcs ¢ aapeca 0000 u 3akaHunBaroTcs 65535.

1.2. CtangapTHble KOAbI PyHKIUI
B nporokone ModBus M0HO BBIIEINUTH HECKOJIBKO MOJAMHOXKeCTB koMau (Tabnuna 1).

Tabéauua 1: [TogmHOXEcTBO KOoMaH 1 TpoTokosia ModBus

IMogmMHOKECTBO JluanazoH KoaoB
CrannapTHbie 1-21
PesepB st pacumpeHHbIX GyHKIUN |22—-64
[Tonb3oBaTenbckue 65-119
Pe3epB 1711 BHYTPEHHUX HYK/T 120-255

Monynem cOopa JaHHBIX UCTIONB3YITCS KoMauabl 0X03 u 0x06 mis uyTeHus U 3anucu peructpos, 0x01
u 0x05 mnst urenus u 3anucu 6utos, 0x02 u 0x04 11 9YTeHUs OUTA U PETUCTPa BXOJIa COOTBETCTBEHHO.

Monybs ipoTokoiia oopabateiBaet 3amnpockl komanaamu 0x03 u 0x06 17s 9TeHus U 3aIUCH PETHCTPOB,
0x01 m 0x05 muIst yTeHns ¥ 3aIKUCH OUTOB.
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2. MoayJb peaju3anuu nNpoToKoJaa

Monyns nportokona ModBus conepXuT Koa peanu3aly MpoTOKoyibHOW yactd ModBus, a umeHHO
ocobenHoct BapuaHToB TMpoTokoioB ModBus/TCP, ModBus/RTU u ModBus/ASCII. Moayns
IPOTOKOJIa, COBMECTHO C BBIOPAHHBIM TPAHCIIOPTOM, AKTUBHO HUCHOJIb3YETCsl MOYJIEM cOOpa JaHHbIX JUIs
OCYIIIECTBJICHUS] HETIOCPEICTBEHHBIX 3anpocoB. [10CKOIBbKY MOIyJb MPOTOKOJIA SBJISAETCS aBTOHOMHBIM,
TO, HUCHONb3Yys €ro, MOXHO CO3JaBaTh JIONOJIHUTEIbHbIE MOIYJIM cOOpa J[AaHHBIX IOCPEACTBOM
HEeCTaHAapPTHBIX QyHKUUH pacmupenuss ModBus pa3nuunoro o6opynoBaHus aBTOMaTH3AIMH.

2.1. API pyHKIuM HCXOASIIIUX 32NPOCOB

API ¢yHKIMH HCXOMSIIMX 3aMpocOB onepupytoT oomeHoMm Onokamu PDU, 3aBépuyrbiMu B XML-
MAKETHI CO CIIEYIONIEH CTPYKTYpOM:
<prt id="sId" reqTm="reqTm" node="node" reqTry="reqTry">[pdu]</prt>

I'ne:
« prt - UMs Tera 3ampoca ¢ HazBaHUEM ucroyib3yemoro BapuaHta mpoTokosa (TCP, RTU wmu
ASCII).
- sld - upeHtuduxatop wucTOuHMKa 3ampoca. lcmonb3yercss s MOMEIIEHUS B IMPOTOKOII
BBIXOZHOI'O ITPOTOKOJIA.
- reqTm - Bpems 3ampoca, a MMEHHO BpeMs, B TEUEHHUE KOTOPOro OXHJIaTh OTBETA, B
MUJUTACEKYH/IaX.
+ node - HOMEDp y3IJ1a Ha3HAuUEHUs WK uaeHTuuKaTop roanta ModBus/TCP.
- reqTry - KONMYECTBO TOIBITOK IMOBTOPEHMs 3ampoca ¢ OmMOKOH B orBere. Tonbko i
BapranToB ModBus/RTU u ModBus/ASCII.
pdu - HETIOCPEACTBEHHO OJIOK FOHUTA aHHBIX mpoTokoia (PDU) ModBus.

PesynpTupyrommii pdu 3amenser pdu 3ampoca B XML-nakeTe, a Takke ycTaHaBIuBaeTcs aTpuoyt "err"
C KOJIOM ¥ TEKCTOM OLIMOKH, €CJIM TaKOBA MMEJIa MECTO.
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2.2. O0cayxuBaHHe 3aPOCOB 110 NPoToKoay ModBus

BxopHast 4acTb 00CITyKMBaHUS 3aIIPOCOB K MOAYJIIO MPOTOKOJIA OCYIIECTBIIET IPOBEPKY U 00paboTKy
3aIPOCOB TTOCPEICTBOM OOBEKTOB Y3IIOB, MPEIYCMOTPEHHBIX MOyseM (puc.l). daktiuuecku peamusyercs
MEXaHU3M, NO3BOJSIOMUI BIMONHATE cuctemMoir OpenSCADA poab cepBepa ModBus/TCP  unm
nongunHéHHOro yctpoiictBa ModBus/RTU u ModBus/ASCII. Takum oOpazom cuctema OpenSCADA
MOJIy4aeT BO3MOXHOCTb UCIOJIBb30BATHCS B POJIH JIH0O0Oro yuyacTHuKa ceteit ModBus.
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Puc.1. Bxiagka nepeyHs y3710B 0OCITy)KMBaHHS BXOASIINX 3aIPOCOB MPOTOKOJIA.

V3en npoTokoia SKBUBAICHTEH QU3NYECKOMY Y311y ycTporicTBa cetrt ModBus. Y3en nmpoTokona MoxeT
paboTath B TPEX peKUMAaX:

« "JlanHble" - pexxuMm oTpakeHus AaHHbIX cucteMbl OpenSCADA Ha MaccuBBl PErMCTpOB U
outoB ModBus ¢ nepegadeii ux 1o 3anpocy KIMSHTCKOTO y3j1a WM MacTepa.
- "Ulmo3 y3ma" - pexuM MepeHampaBiieHus (LIUTIO30BaHMs) 3allpOCOB K Y31y B JIPYrod CeTH
ModBus uepe3 gaHHBbI y3ed.
« "llImo3 cetn" - pexxuM NEepeHANPABJICHH 3alIPOCOB K JIOO0OMY Y31y B Apyryto cetb ModBus,
(haKkTHUECKH BBIMIOJHSS MHTET a0 HeCKOIbKuX ceteit ModBus B onny.

ITockonbKy y3JI0B IPOTOKOJIA MOKET OBITh CO3JaHO MHOXECTBO, TO IIOJY4aeTcsl, YTO Ha OJHOM
uHTepdeiice, T.e. B OAHOM ceTu, oHa ctaHus Ha ocHoBe OpenSCADA MoXeT npo3padHo NpeaCTaBlIATh
HECKOJIBKO y37I0B ceTd ModBus ¢ pa3nuyHbIMU TaHHBIMH.

Paccmotpum ocobeHHOCTH KOH(MUTYpaIiK y371a MPOTOKOJIA B Pa3IMUHbIX PEKUMaX.
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Pesxxum y3s1a mporokoJia «J{aHHbIe»

Pexxum ucnonb3yetcs Uit oTpakeHus 1anHbIX cucteMbl OpenSCADA Ha MacCUBBI PETHCTPOB U OUTOB
ModBus. O6mas koHpurypamus y3ia oCylecTBIsIETCS BO BKIaAKe «Y3em» (puc.2) napamerpamu:

+ CocrosiHue y3na, a MMEHHO: cTaTyc, «Bkimouen» u ums bJl, coneprkarueil kondurypauuto.
«  Wpentuduxarop, UMsi ¥ ONMCAHUE y3Ta.
+  CocrosiHHE, B KOTOPOE NEPEBOIUTH y3€Il IpH 3arpy3ke: «Briouen».
« Anpec y3na cetu ModBus ot 1 o 247.
«  Bxopgsmuii TpaHCIOPT, K CETH KOTOPOrO OTHOCHUTCS Yy3ell. BwiOupaercs U3 mepedHs BXOIHBIX
TpancnoptoB nojacuctemsl «Tpancropte» OpenSCADA. VYka3aHue B KauecTBe TpaHCIIOpTa
cumBoJia "*" nemaer naHHBINA y3es ydacTHUKOM Jt0o0oi cetn ModBus ¢ 00paboTkoii 3ampocoB ot
100010 TpaHCIopTa.
+ BapuanT nporokona ModBus, 3ammpocsl B KOTOpOM J0JKEH 00pabaTeIBaTh y3em U3 crucka: Bee,
RTU, ASCII, TCP/IP.
+ BpiOop pexxuMa, B JTaHHOM ciIydae 3TOT peXuM «JlaHHBIE».
« Ilepnon oOcyéra naHHBIX B CEKyHJaX. YKa3bIBaeT NMEPUOJUUYHOCTH 00pabOTKU (POpMHUpPYEMBIX
JUIS 3allpOCOB JIaHHBIX, a UMEHHO Tabiuubl AaHHbIX ModBus, mporpammbsl o0cuéra AaHHBIX U
oOciry>kuBaHue cChUIOK Ha aHHbie OpenSCADA.

VY310M B 3TOM pekuMe 00pabaThIBaIOTCS CIEAYIONINE CTaHJapTHBIE KOMaH bl TpoTokona ModBus:
+ 0l - urenue rpynisl OUTOB;
+ (3 - yTeHuE TPYIIbl PETUCTPOB;
+ (05 - ycTaHOBKa OJJHOTO OHTA;
+ 006 - ycTaHOBKA OJHOTO PETUCTPA.
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Puc.2. Bxnagka «Y3em» cTpaHulibl KOHGUTYpaIMy y3Jia IPOTOKOJIa B peXuMe «JlaHHBIeY.
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Jns opmupoBaHuss TaOIUIBI OTpa)keHHsl AaHHBIX ceTH ModBus, a MMEHHO pPErucTpoB U OHUTOB
npexycMmarpuBaercs Bkiaaka "Jlanneie" (puc.3). Bruagka "/lanHbpie" coaepKHUT TaOIUIy MapaMeTpoB U
nmporpamMmy 00pabOTKH MapaMeTpPOB C YKa3aHHBIM SI3BIKOM IMPOTPAMMHUPOBAHUS JOCTYITHBIM B CHUCTEME
OpenSCADA. Tabnuua coaep XUt napamerpbl CO CBOMCTBAMHU:

« Id - unenTudukaTop napamerpa. SABsieTcs KIIFOUYEBBIM JIs (POPMUPOBAHUS TaOIUI] PETUCTPOB H
outoB ModBus. Jlns yka3zaHus TOTO, YTO JaHHBIM Mmapamerp sBisieTcss peructpoM ModBus,
HeoOxoaumo uaeHTudukarop 3anucarb B Buae "R[NJw", rme N - uncino Homepa peructpa ot 0 10
65535, a w - HeoOs3aTeIbHBIN CUMBOJI, YKa3bIBAIOIIUH Ha BO3MOKHOCTh YCTAHOBKH €T0 3alPOCOM
ModBus, wnampumep: R23, R456, R239w. [lns ykazanus Outa ModBus Heobxomumo
unentudukatop 3anucath B Buae "C[N]w", rae N - ynucio Homepa Ourta ot 0 go 65535, a w -
HeoOs3aTeNbHBI CHUMBOJ, YKa3bIBAIOIIMI Ha BO3MOXKHOCTh YCTaHOBKM ero 3ampocoMm ModBus,
Hanpumep: C437, CO, C39w. Bce octanpHble mapaMeTpbl, HE MONABIIME IO BBIIIECYKa3aHHbIC
MpaBWia, SBISAIOTCSA BHYTPEHHUMU M HCIOJNB3YIOTCS IS Pa3IUYHBIX MPOMEKYTOUHBIX
BBIYHCIICHHH, 00paboTKU U TIpeodpazoBaHusl.

«  Uwmsa - ms mapaMeTpa, UCTIOB3YETCS 711 IMEHOBAHUSI CBA3H.

« Tun - Tun napamerpa u3 cnucka: "BemecrBennsiit", "Lensiid", "Jlornueckuit" u "Ctpoka". [ns
peructpoB u OutoB ModBus wmmeer cmbicn ycranaBnuBath Llensni" w "Jlormdeckwii" THI
COOTBETCTBEHHO.

« Ceéa3v - Ilpu3HaKk TOro, 4TO JAAHHBIN HapaMeTp IOJKEH CBS3bIBATHCS C aTpUOYTOM HapameTpa
noacuctembl "COop maHHBIX". YKa3zaHHbIE 3THM (PJIaromM CBSI3M YCTaHABIMBAIOTCS BO BKJIQJIKE
"Cszu".

+ 3uauenue - IcxoqHoe WK TEKyIlee, €ClIU y3ell BKIIIOUEH, 3HaU€HHEe TapaMeTpa.

B Tabmuiie no ymMoT4aHUIO ONMpPEAESIFOTCSI HECKOIBKO MTapaMeTpOB CIEIUaIbHOTO 3HAUCHHS
- f frq - vacTora BeIYHCICHUS TaOIHIIBI TPOTPAMMON;
- f start - IpU3HAK NEPBOTO UCIOIHEHHUS, 3aITyCKa, IIPOrPaMMBI.
« [ stop - IpU3HAK MOCIIEAHETO UCTIOIIHEHHS], OCTAHOBA, IIPOTPAMMBI.
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Puc.3. Bxnanka «/lanHbple» cTpaHUIbl KOHPUTYpalMU y3J1a IPOTOKOJIA B pexxuMe «JlaHHbIeY.

I{J’Iﬂ YKa3aHHbIX B Ka4CCTBC CBsI3EH napamMeTpoOB MOKHO YCTAHOBUTL CBA3H TOJIBKO IJIA BBIKIIIOYCHHOT'O
y3J1a IpOTOKoJIa BO BKIajake «CBs3m» (puc.4).
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Pexum y3na nporokoJia «Iliaro3 y3na»

Pexxum mcnosb3yercst st mpodpoca 3ampocoB K OTIEIBHOMY YCTPOHMCTBY B Apyroit ceth ModBus B

cetb  ModBus, mis kotopoil CKOHGUTYPUPOBAH JaHHBIA Yy3ell.

OCYILECTBIISICTCS BO BKJIAKE «Y3em» (pHc.S) napaMeTpamu:
CocrosiHue y371a, a UMEHHO: cTatyc, «Bkimouen» u ums bBJl, conepskareii koHpurypanuto.
WnenTudukarop, UMs U ONUCaHUE y37a.

CocrosiHue, B KOTOPOE IIEPEBOIUTD y3€ll IPU 3arpy3ke: « Bkiroden».

Anpec y3na cetu ModBus ot 1 no 247.

Bxopsmuit TpaHCHOPT, K CETH KOTOPOT'O OTHOCHTCS y3ell. BwiOupaercs u3 mepedHst BXOJHBIX
TpancnoptoB mnojcucteMbl «Tpancmoptey OpenSCADA. VYkazaHue B KadecTBE TpaHCIOpTa
cuMBoa "*" nenaer MaHHBIN y3es ydyacTHUKOM Jto00i cetn ModBus ¢ 06paboTkoii 3ampocoB oT

J000T0 TpaHCIIOpTA.

Bapuant npotokona ModBus 3ampockl B KOTOpoM J10JKeH 00padaThiBaTh y3ei u3 crucka: Bee,

RTU, ASCII, TCP/IP.
Br16op pexxnma, B JaHHOM cirydae 3ToT pexum «11lmro3 y3may.

TpchnopT, B KOTOpLIﬁ NEpCHANPABJIATEL 3allpOC, U3 TMEPCUHA HCXOAAINHNUX TPAHCIIOPTOB

MOACUCTEMBI « T paHCIOPTHD).
ITpoTOKOII B KOTOPOM NEPEHAIPABIIATH 3aIPOC.

Anpec y3ma cetu ModBus, ot 1 10 247, B KOTOpYIO TIEpEHAIIPABIISIETCS 3aMPOC.

OOmass koHuUrypanus y3ia

Dann

8

Penartuporanne  Bun  MNowmowb

QTStarter

80003 L4 2606

|HMH

[+]

B

2]

Test ModBus
=} BoixogHod TRadciopT.
Exlar

(@ TPaHCNOpTHEIE NPOTOKO kI

HTTP-peannaauuna

CoSCTESHHBIA NPOTOKON Ci—
=] MocBus

test
gate

J CHop LaHHbIX
= Mogyns:

TpaHcnopTép WCTOYHW

= ModBus
testTCP
testRTU
DCON knmenT
SNMP knunent
BEnoydbifl BbIMWC TMTEND
ﬂ COop LaHHbIX CWCT
2eyKOBRad KapTa
Norvdeckuil y poBeHb
Belywc nvTens Ha java n
Cop aaHHbIx Skemans
Diamond nnatel cGopa
Eufinuotexa wabnowos:
| ApxWebl

O e B e R B = R

2

¥3en: gate

Yaen

— COCTORHWE

Cratyc. Bxmowe. 3anpocos 0.
Brnouen: W
o B

— KoHtury paywns
ID: gate

Wns: [

ONKC aHme:

Brmouate: [ |

]2 =]
e

Bxou 8 Wi TRaHc nopT: [ Sockets. testModBus

e

@ CneuvansHsie B TpaHcnopt: [Sar'ﬂl.axlar |v]
@l MonezceaTensckue MHTep:
€y ¥Ynpaenedve mogynamm  — B npotokon:
8 e I -
# LoopSSL

ﬂ noman

Puc.5. Bxnagka «Y3em» cTpaHulibl KOHGUTypaluy y3iia IpoTokoina B pesxkume «I1mo3 y3may.
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Pexum y3na nporokoJia «Iliaro3 cetw»

PexxuMm ucnonb3yetces Ui mpodpoca 3anpocoB CETH LETUKOM B Apyryto ceTb ModBus u3 cetu ModBus
JUIST KOTOPOW CKOH(UTYPUPOBAH JaHHBIA y3en mnpoTokoja. OOmas KoHPUTypamus y3ia MpoTOKoJa
OCYILECTBIISICTCS BO BKJIAKE «Y3em» (pHc.6) mapameTpamu:

« CocrosiHue y37a, a UMEHHO: cTaTyc, « Bkimouen» u ums b1, coneprkareii konpurypanuto.

« Wpentuduxarop, uMs 1 onucaHue y3ia.

« CocrosiHHME, B KOTOPOE NIEPEBOJUTH Y3€1 IIpHU 3arpy3ke: « Bxirouen».

+  Bxopmsumuii TpaHCTIOPT CETH, W3 KOTOPOH MPOOpackIBAIOTCS 3ampockl. BeiOnpaeTcs u3 nepedyns
BXOJIHBIX TpaHCHOpPTOB nozcucteMsl « ITpancniopter» OpenSCADA.

- BapuanT nporokosra ModBus, 3arpockl B KOTOpOM J0JDKeH 00padaTeiBaTh y3ei U3 crrcka: Bee,
RTU, ASCII, TCP/IP.

+ Bri0op pexuma, B 1aHHOM citydae 3ToT pexxuM «11lnto3 cetny.

« Tpancropt cetu, B KOTOPYIO MEPEHAIPABIATH 3alpOC, U3 MEPEUHs] UCXOISANIMX TPAHCIOPTOB
nozacuctemsl « TpaHcOpPTHI».

+ IIporokos B KOTOpOM IepeHanpasisaTh 3aIpoc.

QT OpenSCADA koHdiM|

®afn  Penaktupoeavne Bun  Mowmows QTStarter
883000 =% &l 200 298
‘MM B ¥3en: gate
Test ModBus
[} BrixogHom TpaxciopT: m
Exlar
=l (g TPaHCNOPTHEIE NPOTOKON LI — CocToanue
HTTP-peannzauna . e e
CoGCTEGHHBIA NEOTOKDN CIx
£l ModBus Brmouew: [
test EL: [._. |v]
gate
B |+ CBop AaHubix — KoHtpury pauua
[l Mogyms: ID: gate
TpaHcnopTép WCTOYHK — [
= ModBus
testTCP OnrucaHne;
testRTLU
DCOM knmeuT
SMMP knnent
EncuHBIA BEIYIAC NUTENB
R CEop AaHHBIX CcT]
Seykopad kapra Brniouats: | |
ﬂornuscmﬁypuu.auh Bxod WM TpaHc nopT: [Sccksts.hastModBus |vl
BelynznuTENE Ha jAva n
CEop AaHHBIX Siemeans MpoTokon: =
Diamond nnathl cﬁopa,_ Y— H
Eufinvorexa wabnodos:
| Apxuesl B TpaHcnopT; [Ser'al.exhr |vl
{9 Cneunanbhbie e Bl n
[H Nonbzoearensckme wHTepd |
!y_l_' !Tnaanaunammvnn[iuml
[J[romar|

Puc.6. Britanka «Y3em» cTpanuiibl KOH(pHUrypamun y3ia npotokoja B pexkume «11mo3 cetny.
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2.3 Otuét 3anpocoB ModBus

Jis  BO3MOXHOCTH KOHTPOJNSL 32 KOPPEKTHOCTHIO — OCYIIECTBIICHUS
KOMITOHEHTAaMH MOJIyJIeM MPEIOCTABIISETCS BO3MOXHOCTh BKIIIOYCHHUS OTYETA 3allPOCOB, MPOXOSIINX
yepe3 MOJyJb mpoTokosia. OTUéT BKIIOYAETCS YKa3aHHEM HE HYJIEBOTO KOJHMUYECTBA 3alMcedl BO BKJIAJE
«OT4€T» CTpaHUIIBI MOYJISl TPOTOKOJA (pHUC.7).

| QT OpenSCADA KoHhUrypaTop

©aian  PenakTWpoBaHne

Bun,  Momows

||r"|MF|

[+]

g TpaHcnopThl

[El- g TPaHCnopTHbIE NPOTOKE
HTTP-peannzauuma ]
CoSCTREHHBIA NROTOKD)

=) iModBus

tast
gate

- | CBop AaHHbix
= Mogyns:

0-m

MoclBus
tastTCP
tastRTU

E-&-E-E-E-E-E-E

[ ] Apxuesl
4 Cneuwaneueie

& Loop
& Loop S5L
@

PLXE

[ :i |

E-E-H

TpaHcnopTép ueToY

DCON knvenT
SMNMP KnnedT
BENCYHBIA BBIYAC NAT)
¥ COop naHwbix
SEYKOBAA KapTa
Normeckni ypoeer
Bbiywc nurens Ha jay
CHop AaHHbix Skemd
Diamond nnatel cGo
EuhnuoTera wabnodoa:

[ NonbzopatTansckne MH1
=
@Y YnpaeneHue MoLy NAMK

(]

L]

QT Startar

880V 1l 200 @0

Moayne: ModBus

[ MNoMowb | ¥anol ] OTUéT l

PasInIHbIMU

Paamep oTuéta: [103 I%]

OTYET:

Wed Apr 15 17:55:18 2008 RTL: testRTU' --= 1(Serialexlar)
Banpoc -=01 0300000005 85c9
CteeT-=01030a 0328 00 21 000000 0a 00 5daa 44

Wed Apr 15 17:55:18 2008 RTL: Serialtest() --=1
Banpoc -=01 0300000005 85c9
CteeT-=01030a 0328 00 21 000000 0a 00 5daa 44

Wed Apr 15 17:55:18 2008 RTL: testRTU' --= 1(Serialexlar)
Banpoc -= 0101 00030006 4c Of
Cteet-=010101 0b 10 4f

Wed Apr 15 17:56:18 20029 RTU: Saraltest() -= 1
3anpoc -= 0101 00030006 4c 08
OTeET -= 010101 0b 10 4f

Wed Apr 15 17:56:17 2008 RTU: testRTU' --= 1({Sarialexiar)
Banpos -= 010300000005 85c9
OTeeT -=01030a 0328 00 21 00 0000 0a 00 5c 6b 84

Wed Apr 15 17:55:17 2009 RTU: Serialtest() =1
Zanpoc -= 010300000005 859
OTeeT -=01030a 0328 00 21 000000 0a 00 5c 6b 84

—=
g )

Puc.7. Bkiana «OT4€T» CTpaHHIbl MOAYJISl TPOTOKOJIA.
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3. MoayJb coopa JaHHBIX

Monynbs cOopa JaHHBIX PEIOCTABISET BOZMOKHOCTh OMPOCA M 3aITUCH PETUCTPOB U OUTOB YCTPOHCTB
nocpencteoM pesxkuma npotokosioB TCP, RTU, ASCII u komana 3anpoca 0x01 - 0x06.

3.1. KonTpoJsiep 1aHHBIX

Jlis noGaBneHus ucrouHnka JaHHbIX ModBus cozpaéres u KoHQUrypupyeTcs: KOHTPOJLIEp B CUCTEME
OpenSCADA. Ilpumep BkIaJAK1 KOHPUTypalMu KOHTPOJUIEpa JaHHOTO TUIA N300paskeH Ha puc.S8.

,.. 0 OpenSCADA QTCRg: Jemo ctaHuMa

taiin  Pegaktwporanne  Baa  Nomows QTStarter

88 OCOCUR% Ll 200 @@
|E|M¢ Jemo eTaHUMA

T Basw faHHbX
B G A KoHTponnep NapameTpu

Yl BesonacHocTe [:]
} TpaHenopTe — CocToAHNE

KoHmponnep: testTCP

fel TpaHcnopTHee npoTakons CraTye: JanyweH. Beizoe ¢ nepyvogom 1 c. Bpema cBopa ganHex 0.328 mec. MNpoqwrano 10[0)
= J CHop AaHHEX perkcipoe, 2(0) Buroe. 3Janwcade O pervctpes, O Buroe. OwwnBok coeguHeHys O, sanpoca 0.
) Madynes:
Wnws METOYHWEDE BaH| ErAIE0GeE IEI
MdE”‘ Janywen: E'
BA koHTRonnepa: ["." |vl
DCON knnedT
SNMP knneHT 7 G T
OBopyaoeanne ICP DA ID: testTCP
BAouHbIA EWYNEANTENE
a CHop BaHHWX cHe Wma:
3IryKoBaA KapTa Cnucanue:
Nornvecknil ypokeHs
BeluMznUTENE Ha java |
CBop AaHHwx Siemens
Diamond nnatw cGopa
Bulnuomexa wabnoHos:
| Apxvew
@ CneynansHee Brniouate: ]
I3/ Nonesoratenscine nutep: Janyekate: | |
@5 ¥npaeneHne mogynamn
Loop S5L MpeanoyTeHWe NCNOMHEHNA: [<Elunnmﬁ YPOEERHB |v]
PLC
TaBnuua napameTpoE: [I‘u'lc-dElusF'rm_testT[:F' ]
MAaHUPOEAHHE EBIUWCNEHNA: [1 |v]
: e R
pOEEHb NPHOPHTETA 3agaun chopa padHe: =]

Modbus npotokan: | TCPIIP -

Appec TRAaHGNoOpTa: [Snnket.testMndElus |vl

318 KD I

: [III] OfbeaMHATE PParMEHTH AEHHbIX: IEI
IDemoStationfsub_DACQ/mod_ModBusicntr_testT CP/*%2fcntr2fst%2 fstatus El

Puc.8. Briranka koHpUTYpaIuu KOHTPOJLIEpa.

C moMoMIbIo 3TOM BKJIAJKH MOXKHO YCTAaHOBUTH:
+ CocrosiHre KOHTpoJiepa, a umeHHo: Ctatyc, «Bkimoueny, 3anymen» u ums bJl, cogepxarieit
KOH(UTyparuio.
«  Wpentuduxarop, UMs U OIUCAHUE KOHTPOJLIEPA.
+ CocrosiHHE, B KOTOPOE IEPEBOIUTH KOHTPOJUIEP MPH 3arpy3ke: «BriroueH» u «3amymeny.
+ PexxuM TOPH3OHTANBHOTO PE3EPBUPOBAHUS W  MPEINOUYTEHUE HCIOTHEHHUS JIaHHOTO
KOHTpOJLIEpA.
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«  Vms Tabauubl Ul XpaHEeHUs KOH(QUTypaluy napaMeTpoB KOHTPoJUIepa.

- Ilepuon u npuopuTeT 3a71a4u cOopa TaHHBIX.

- ModBus mportoxo, ucnonaszyemsiit i onpoca ¢uzndeckoro ycrpoictsa (TCP/IP, RTU wnn
ASCII).

« Ajpec MCXOIAILIETO TPAHCHOPTA U3 CHUCKA CKOH(PUIYPUPOBAHHBIX UCXOSIINX TPAHCIOPTOB B
noacucteme « Tpancnopte»y OpenSCADA.

- ModBus y3en nHaznauenus. B ciydae ¢ npotokonamu RTU u ASCII — 3T0 MHAMBUAYAIBHBIN
aapec pusnyeckoro ycrporictsa, a mpu TCP/IP — uaenTudukatop e IMHUIIBL.

- OObenunenue pparmeHToB peructpoB. Ctanmaptable pyHkM 01-04 MO3BOJISAIOT 3aMPOCUTH
Cpa3y HECKOJbKO CMEXHBIX pErucTpoB wWid OuToB. Takas cCTpaTerus 4YacTto I103BOJISIET
ONTUMM3HPOBaTh Tpapuk. OFHAKO HYXKHBIE PETUCTPBI HE BCETAA PACHOJI0XKEHBl CMEKHO JPYT K
JpyTy, JaHHasl OMIMs TO3BOJIsIET cobuparh ux B Onoku no 100 perucrpoB wimm 1600 6uros. K
YCTaHOBKE [AHHOIO IlapamMeTpa HYXXHO IOAXOAHUTb C OCTOPOXKHOCTBIO, IIOCKOJBKY HE BCE
YCTPONCTBA MOJACPKUBAIOT JOCTYII K PETUCTPAM MEXAY (parMeHTaMHu.

- Bpems oxunaHus coelMHEHUS B MHWUIMCEKYHJaX. YKa3bIBaeT NPOMEXKYTOK BpEMEHH, B
TE€YEHHE KOTOPOI0 0XKMJaTh OTBETA. B ciydyae yka3zaHus HyJIEBOI'O 3HAUYEHHUS MCIONb3YETCs BPEMs
OKUJAHMSI 110 YMOJITYAHHUIO B TPAHCIIOPTE.

- BpeMms BOCCTaHOBJIEHHS COEOUHEHMsI B CEKyHIaxX. YKa3blBaeT INPOMEKYTOK BPEMEHHM 11O
HCTEUYEHUIO KOTOPOTO OCYILECTBIATh IOBTOPHYIO IMONBITKY 3ampoca K paHee HEJOCTYIIHOMY
YCTPOMCTBY.

« Ilombrtok 3ampoca ansa mpotokosnoB RTU m ASCII. Vka3biBaeT Ha KOJMYECTBO IOIBITOK
MOBTOPEHMSI 3aIpoca B ClIyyae MOJyUYEHHs HETIOJIHOTO WIH MOBPEXKAEHHOTIO OTBETA.
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3.2. [TapameTpsbl

Monyns cOopa [OaHHBIX MPEJOCTaBISAECT TOJBKO OJUH TN mapamerpoB - “Cranmapt’.
JlonoaHUTENbHBIM KOH(QUIYPAaMOHHBIM IIOJIEM MapaMeTpa JaHHOTOo MoAyis (puc.9) sBisercs nepeyeHb
obpabareiBaeMbIX aTpuOyToB(peructpoB ModBus). ATpuOyT B 3TOM NepeyHe 3alrChIBACTCS CIETYIOIIUM
obpazoM: <dt>:<numb>:<wr>:<id>:<name>.

I'ne:

dt - ModBus tun manubix (R-peructp, C-6ut, Rl-peructp Bxoma, CI-out Bxona). R u RI moryr
ObITh pacupensl cyppukcamu: 12-Intl6, 14-Int32, f-Float, b5-Bit5.

numb - HOMep peructpa win 6ura ModBus ycTpoiicTBa (IECATUYHBIN, BOCBMEPHUYHBIA WK
MIECTHAAIATCPUYHBIN ),

Wr - peXXHUM YTEHHSI-3aM1CH (r-4YTeHHe, W-3aIlUCh, TW-UTEHHUE U 3aITUCh);

id - npeatudukarop atpudyra OpenSCADA;

name - ums arpudyra OpenSCADA.

~.| OT OpenSCADA KoHMrypaTop

Pain  Penaktwpoeadwe  Bun  Nomows  QTStarker
=% L2 0 2
8 800000 = x L&l 2 R
ma B
| Mapametp: test
g SsL
fg Coxero i Mapamerp l ATpVEY ThI | ApxVBALMA ]
[ NocnegoBaTenbHbIA WH]
[} BxogHoi TpascnopT — CoCTOAHWME
Test ModBus Tun: std
=} BuixogHoi ToaHcnoy
Exlar Brniouen: [+
[} @ TRaHCNORTHBIE NPOTOKL — KoHdpury pauus
HTTP-peannaauns
ID: test
CobocTeeHHbBIR NpoToKO)
= ModBus IEITE:R [
tast
2nucaHue:
= J CHOp L aHHbIX
= Mogyae:
TpaHcnopTép weToY
= ModBus
- testRTU L
test
Unidrive Brniodats: [+
DCOMN KNMeHT MepeyeHt aTpubyToR:
SMMP knuent R:0:rregl:PerwcTp O
BRouHLIf BbIMMC MAT R:1:rregl:PerucTp 1
¥ Cbop aanubix c B:3:rw:req3:PervcTp 3
Seykoeas kapra R:4:rragdPerucTp 4 g
ﬂorwuscml?lypoaa;E P A
==

Puc.9. Briagka koHpurypamnuu nmapamerpa.
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B cooTBeTcTBUM € yKa3aHHBIM CIIMCKOM AaTPUOYTOB BBIMOJHSETCS ONPOC M CO3[aHHE aTPHOYTOB
napamerpa (puc.10).

OT OpenSCADA KoHdurypaTop

Pain  Pepaktupoeadwne  Buan  MNomows QT Starter
85 0QO =R Lkl 2600 28
-
s ) & Mapamerp: test
g SsL
tg Coxerl i ATprEy ThI Apx B LA
=~ NocnenoeaTenbHblA KH
[ BxogHoi ThademopT ID: test
Test ModBus
O Buixoguod pademo) Vns: ’
Exlar Dnucadue:
[l @ TPaHCNOpTHbIE NPOTOKE
HTTP-peannzayna e
CoSCTEEHHBIA NpoToKon
=1 ModBus
test
El- | COop LaHHbx Ouwbka: g
B Moaynw: B Pervctp O {000
TpaHcnopTep woToY
= ModBus PervcTp 1 33
- testRTU b -
st Pervctp 3: | 20 H
Unidrive Perwctp 4: 4502
DCON knmeHT Eur 2 On
SMMP ket Eur4: OH
ENoUHBIA BbIYKC NAT
R CHOp LaHHBIX C Ewr & On
ZEyKOBAA KapTa E Bur 8: W]
Norudec ki ¥ poeer
] ]
[Jlromn]

Puc.10. Bxnaaka atpubyToB mapameTpa.
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