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BBenenue

Moayns Tpancnopta SSL npenocTtaBiaseT B CUCTEMY MOJAECPKKY TPAHCIOPTOB OCHOBAHHBIX Ha
cioe Oe3omacHbix coketoB (SSL). B ocHoBe w™omynst mexut Oubnmoreka OpenSSL.
[ToanepxuBarOTCs BXOIALIME U UCXOIALIUE TPaHCTIOPTHI MPoTOKOoI0B SSLv2, SSLv3 u TLSvI.

J100aBUTH HOBBIE BXOJSIIME W MCXOMSAIIUE TPAHCIIOPTHI MOXKHO IOCPEICTBOM KOH(HTyparuu
TPAaHCIIOPTHOM MOJICUCTEMBI B JTI000M KoH(puryparope cucrembl OpenSCADA.


http://www.openssl.org/

1. Bxoasiimue TpaHCHOPTHI

CkoH(pUTYypUpOBaHHBINA U 3allyIIEHHbIN BXOISIIUNA TPAHCIIOPT OTKPbIBAeT cepBepHbIt SSL-cokeT amns
OKHUJAHWSI COEOUHEHMsI KIMEHTOB. SSL-COKET SBIIAIOTCS MHOIO-IIOTOYHBIMH, T.€. IPHU IOAKIIOYEHUU
KJIMEHTa co3/1aéTcsi KIMeHTCKoe SSL-coenquHeHre W HOBBIM IMOTOK B KOTOPOM IPOM3BOJIUTHCS
oOciyxuBanue kiueHta. CepepHblil SSL-COKeT, B 3TOT MOMEHT, NEPEXOAUT K OKUAAHUIO 3alIPOCOB OT
HOBOTO KiMeHTa. Takum 00pa3oM JoCTUraeTcs napauienbHoe 00CIyKUBaHHE KIHEHTOB.

Kaxxnprit BXOJAIIMIT TpaHCTIOPT 00sI3aTEIBHO CBS3BIBACTCS C OJHUM M3 JOCTYIHBIX TPAHCIIOPTHBIX
MIPOTOKOJIOB, KOTOPOMY MEpeNaloTcs BXOJAIIME COOOIeHus. B CBs3Ke ¢ TPaHCHIOPTHBIM MPOTOKOJIOM
MO/I/IEPKUBACTCSI MEXaHNU3M O0BEAMHEHHUS KYCKOB pa3IpoOJIeHHBIX, MIPHU NIEpeiaye, 3apocoB.

Juanor koH¢purypauu sxojsmero SSL-tpancnopTa n3o0paxéH Ha puc.l.
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Puc.1. qunanor kondurypanuu Bxoasimero SSL-tpancnopTa.

C nmoMouibIo 3TOro AMaaora MOKHO YCTAHOBUTH:!

« CocrossHue TpaHcnopra, a wuMeHHO: «Cratyc», «3Ganmymen» u uMma bJl coxepxkauieit

KOH(HUTypaIHIo.

« Wpnentuduxarop, uMs 1 ONUCaHKUE TPAHCIIOPTA.

+ Anpec tpancnopra B ¢opmate "[aapec]:[mopt]:[pexum]" rre:
. anpec — Aapec, Ha KOTOpoM oTKpbiBaeTcs SSL. JlomkeH ObITh OJHUM U3 aJPECOB XOCTa.
Ecnu ykazano "*" to SSL Oyzaer noctynen Ha Bcex unTepgeiicax xocra. JlomyckaroTcs Kak
CHUMBOJIbHOE, Tak U [P npencrasienue agpeca.
- mopr — CereBol mOpPT, Ha KOTOpPOM OTKpbIBaeTcss SSL. Bo3MoxHO ykazaHue
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CHUMBOJIBHOTO UMEHH MOpTa (B COOTBETCTBHH C /etc/services).
+ pexuMm — SSL-pexum u Bepcus (SSLv2, SSLv3, SSLv23, TLSv1). [lo ymon4anuio u
npu omrOke ucrnonb3yercss SSLv23

+  BpI100op TpaHCIIOPTHOTrO IPOTOKOJIA.

+ CocrosiHME, B KOTOPOE NEPEBOIUTH TPAHCHIOPT MPH 3arpy3Ke: «3amyIien.

+ Ceprudukarsl, mpuBaTHBIN K104 SSL 11 maposib npuBaTHOTO Kitoua SSL.

+  MakcuManbHOE KOJIMYECTBO 00CTYKMBAEMBIX KIIMEHTOB U pa3Mep BXoJIHOro Oydepa.

+  Orpannyenus pexuma "Keep-alive" Mo KoauuecTBy 3alipOCOB U BpEMEHH OKUIAHUSI.

« Ilpuopwurer 3agau TpaHcmopra.

2. Ucxoasiimye TPAHCIIOPTHI

CKOHQUTYpHpPOBaHHBIM W 3alyIIEHHBIA HCXOJAIIMN TpaHCIOpPT OTKpbiBaeT SSL coenuHeHue c
yKa3aHHbIM cepBepoM. [Ipu paspeiBe cOeAUMHEHUs, HUCXONAIIMNA TpaHCHIOPT OTKIoYaercs. Jlus
BO300HOBJICHUSI COCMHEHUS TPAHCIIOPT HYKHO OIISITh 3aITyCTUTD.

['maBHas BKIIagKa cTpaHUIbl KOHGUTYpaIuu ucxoasmero SSL-tpancnopra n3obpaxéna Ha puc.2.
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Puc.2. 'maBHas BkJagKa cTpaHUIlbl KOHGUTrypauuu ucxoasmiero SSL-tpancnopra.
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C noMouib1o 3TOro AMAIOra MOKHO YCTAHOBUTH:!

- CocrosiHue TpaHcnopra, a uMeHHO: «Crarycy, «3amymen» W uma bJl  comepxamei

KOH(UTyparuio.

- Wpnentuduxarop, UMs 1 onucaHue TPaHCIOPTA.

« Anpec Tpancnopra B ¢opmate "[aapec]:[mopt]:[pexum]" rre:
« azapec — Anpec, ¢ KOTOPBIM BBINOJHIETCA COeMHEHUE. J(OMyCcKaloTCsl KaKk CUMBOJIBHOE
tak u [P nipeacraBienue aapeca.
« nopT — CereBoil MOPT, ¢ KOTOPBIM BBINOJHAETCS COelMHEHUE. BO3MOXHO ykazaHue
CHUMBOJILHOTO UMEHH IOpTa (B COOTBETCTBUU C /etc/services).
+ pexuM — SSL-pexxum u Bepcust (SSLv2, SSLv3, SSLv23, TLSv1). Ilo ymonuanuto u
npu omuOKke ucronb3yercst SSLv23

+ CocrosiHHE, B KOTOPOE MEPEBOIUTH TPAHCTIOPT MPH 3arpy3Ke: «3armyIien.

« Ceprudukatsl, npuBaTHbIN K104 SSL 1 aposib npuBaTHOTO Kitoya SSL.

- TaiimMayT Mo yMOITYaHUIO U1 OKUJAHUS COSUHEHUS U OTBETA, OTJEIBHO.

3. Ceprudukathl M KIKOYU

JIy1si IOJTHOLIEHHOW paboThl MOMYJII HEOOXOAMMBI cepTH(HUKATHl M MPUBATHBIC KIIOYH. B ciydae ¢
BxoasmuM SSL-TpaHcriopToM (cepBepoM) OHU 00s3aTenbHbl. B cnydae ¢ ucxomsimum SSL-TpaHcmopToM
OHM MOTYT W HE YCTaHABJIMBATHCS XOTS UX UCIIOIH30BAHUE JKEIATEIBHO.

[Ipocreiimeit koHpuUTypanue cepTuduKara SBISETCS CAMOIIOAIMUCHON cepTUhUKAT W TMPUBATHBIN
ko4, Hike onucana nporenypa ux co3aaHusl ¢ MOMOIIBI0 YTUIUTBL openssl:

T'eHepauma CeKpPeTHOTO KJIUa
openssl genrsa -out ./key.pem -des3 -rand /var/log/messages 2048
T'eHepaumda CaMOIONNMCAHHOI'O cepTudmrKaTra

openssl req -x509 -new -key ./key.pem -out ./selfcert.pem -days 365

wr o#E AN

Hanee conepxxumoe ¢aiinoB selfcert.pem u key.pem komnupyercst B TEKCTOBOE Iojie cepTudUKaTa U
Kito4ua. [1aposih MPUBATHOTO KITHOYA YCTAHABIMBAETCS B COOTBETCTBYIOIIEM ITOJIC.
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