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BBenenue

OPC (OLE for Process Control) - 3To cemeicTBO MPOTOKOJIOB M TEXHOJOTMH, MPEIOCTaBIISIONINX
enuHblil uHTep(deiic A ynpaBieHUs: 00beKTaMH aBTOMATH3alMM M TEXHOJIOTMYECKUMHU IPOIECCAMH.
Cozmanne u monaepxkky cneuudpukanuii OPC  koopmuHHMpyeT MEXAyHApOAHAs HEKOMMeEpUecKas
opranmzaisi OPC Foundation, co3zgannas B 1994 roay Beaymumu TpPOU3BOIUTENSIMH CPEICTB
HPOMBIIUICHHOW aBTOMATU3ALIUH.

B Buamy Toro, uro 3HauumrenbHoe BiusHue B opranmsauun OPC Foundation mumeer kopmopanus
Microsoft, npotokonsl OPC g0 nocneaHero BpeMeH! ObLUTH OJHOIUIAT(GOPMEHHBIMU U 3aKPBITHIMH, BBUIY
OPUBSA3KM K 3aKpbITbIM TexHojorusM MS Windows. Oxnako ¢ HemaBHMX mnop opranuszanuein OPC
Foundation Obuti co3mgansl Takue MHOTOIUIaTGopmenHbie uHTEpdeiicer, kak OPC XML DA u OPC UA.
HaubGonpmmit untepec u3 Hux mpencrtaBiser uHTtepdeiic OPC UA, kak yHHUQUIHPYIOIIMHA Bce
UHTEpQEHChl paHHUX BEPCHIA B PAMKaX OTKPBITBIX U MHOTOILIAT(POPMEHHBIX TEXHOJIOTHIA.

JlauHbIil MOIyNb peasuzyeT noauepxkky uHTtepdeiica u mporokona OPC UA kak B BHIE KIMEHTCKOTO
cepBuca, Tak u B Buae cepsepa OPC UA. Knuenrckuii cepsuc OPC UA peanusyercs OZHOMMEHHBIM
Moxayiem noacuctemsl "COop maHHBIX", a cepBep peanzyercs MoaysieM noacuctems "I[IpoTokomsr".

B Texymieit Bepcumn JaHHBIX MOJyJEH peanu3yroTcs OMHapHasi 4acTh MPOTOKOJa U 0a30BbI€ CEPBUCHI B
He0e30MacHOM pexuMe U 0e30macHbIX peknMax noauThk "Base128RsalS" u "Base256". B nocneactsumn
IUIAHUPYETCS paciimpeHne Moayis s padotsl yepe3 HTTP/SOAP u peanusanuu ocTaabHBIX CEPBHUCOB
OPC UA.

Xots npotokosn OPC UA u sBisercss MHOromiaThopMeHHbIM, ero cnenudukanus u SDK He sBistoTcst
CBOOOJTHOJJOCTYITHBIMH, & HPEJOCTABIISAIOTCS TOJbKO ujeHaM opranuzauuu OPC Foundation. [lo 3toii
IIPUYMHE peanu3aliysl JaHHbIX MOJyJIeH CTOJIKHYJACh CO 3HAYUTENbHBIMU NMPENSTCTBUAMH U IPOOIEMaMHU.

Bo-niepBeix, nmpotokon OPC UA crnoxkeH u peanmsaiusi ero BooOmie 0e3 crenudukanuu KpaitHe
Tpyaoémka. Ilo 3toil npuunHe pabOTHl HaJ JaHHBIMU MOAYJISIMH JOJTO€ BPEMSI HE HAUMHAJIACh, U TOJIBKO
Onaromapsi CIOHCOPCKOW momotu ofaHou u3 opranusanuii-uwieHa OPC Foundation npoekt OpenSCADA
nojay4uia gokymeHTtanuio crneuudukanuu. [Ipu stom SDK u ncxoxnsie tekctsl ANSIC-API nportokona
OPC-UA monydensl He ObUTM 1O MpUYMHE HecoBMecTUMOCTH uX nmueH3uu ¢ GPL u, xak crnencrtsue,
MOTEHIUATBHON yIrPO3bl HAPYIICHUS TUIICH3UU TIpU paboTe ¢ UCXOTHBIMU TEKCTaMH, YTO MOTJIO IPUBECTH
K [TOCJIEAYIOLIUM IOPUINYECKUM TIpodIeMaM Ipu CBOOOAHOM paclpOCTPAHEHNHU JaHHBIX MOAYJIEH.

Bo-BTophIX, naxe Hanuuue crnequ@UKalUyd HE IO3BOJISET PEUIMTh Psii TEXHUYECKHUX BOIIPOCOB Oe3
npuMepa peajan3aluyd U BO3MOXKHOCTH NMPOBEPKU Ha paboueM mpotortune kimeHta u cepsepa OPC UA.
Hanpumep, IMEHHO TEXHUYECKHE OCOOEHHOCTH peau3allii aITOPUTMOB CUMMETPUYHOTO MINU(POBAHUS U
MOJIY4YEHUs KII0UeH 711 HUX He MO3BOJIMIM PEATM30BaTh MOIEPKKY IMOJIUTHK O€30IIaCHOCTHU Cpa3y.

Jlist omiagky (QYHKIIMOHHPOBAHHS MOJYJEH OBUIO MCTOJIB30BaHO neMoHcTparnuoHHOe [10 dupmer
Unified Automation B cocraBe OPC UA ximenta - UA Expert u cepepa - OPC UA Demo Server, u3
nakera SDK.
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1. IlIporokoa OPC UA

OPC UA - 3710 miatdopMo-HE3aBUCUMBII CTaHJIApT, ¢ TOMOIIbI0 KOTOPOIO CHCTEMBI M yCTPOICTBa
Pa3IMYHOrO THMA MOTYT B3aUMOJIEHCTBOBATh MyTEM OTIPABKU COOOIIEHUN MEXAYy KIMEHTOM U CEpBEPOM
yepes pazauydHble TUIBI ceTeil. [IpoTokon mogaepkuBaet 0e30macHOe B3aUMOICHCTBIE MYTEM BaTUAALUN
KJIIMEHTOB M CEpPBEpOB, a Takxke npoTuBoxaeicTBusi atakaM. OPC UA omnpenensier nousitue CepBUCHI,
KOTOpBIE CEpBEpa MOTYT IIPEAOCTABIIATh, & TAKXKE CEPBUCHI, KOTOPBIE CEPBEP MOAACPKUBAET [ KIIUEHTA.
Nudopmanus nepenaéres B BUAEC THMOB JNaHHBIX, onpenenéHHbix OPC UA u npousBoguTeneM, Kpome
TOTO CepBepa ONpeAessiioT OOBEKTHYIO MOJENb, [ KOTOPOH KIMEHThl MOTYT OCYLIECTBIIATH
JUHAMHYECKU 0030p.

OPC UA mnpenoctaBisieT COBMEILIEHHE WHTEIPUPOBAHHOTO aJPECHOrO IMPOCTPAHCTBA U CEPBUCHOM
MOJICNIA. DTO TIO3BOJISIET CEPBEPY MHTETPUPOBATH AaHHBbIC, HapymieHus (Alarms) m coOwitust (Events),
UCTOPUIO B 3TOM aJpPECHOM NPOCTPAHCTBE, a TaKXKE NPEAOCTABIATH JOCTYl K HHM IOCPEACTBOM
MHTETPUPOBAHHBIX cepBUCOB. CEPBHUCHI TAKXKE MPEIOCTABISIFOT HHTETPUPOBAHHYIO MOJIENIb OE30MaCHOCTH.

OPC UA mno3Bosisier cepBepaM NpeAOCTaBIATh ISl KIMEHTOB ONpeAeTeHUs TUIOB, Ul JOCTyNa K
oOwvektaM u3 ajapecHoro npocrpaHctBa. OPC UA pomyckaeT NMperocTaBlIieHHE aHHBIX B Pa3iIMUHBIX
dopmaTax, BKIItO4as OMHapHBIE CTPYKTYphl 1 XML-nokymeHThl. Yepes anpecHoe MPOCTPAHCTBO KIMEHTHI
MOTYT 3aIPOCHUTH y cepBepa METaJaHHbIE, KOTOPHIE OMUCHIBAIOT OpMAT TAaHHBIX.

OPC UA pno6GaBnsieT MOAACPKKY MHOKECTBEHHOM CBS3HOCTH MEXAY Y3JIaMH BMECTO IPOCTOTO
OTpaHHYEHUS] HEPAPXUUHOCTHI0. Takas TMOKOCTh B KOMOWHAIIMM C OIPEACICHHEM THIIOB IO3BOJISICT
npumenatb OPC UA s penienus 3a/1a4 B IUPOKOH MpoOIeMHON 00acTH.

OPC_UA cmpoektupoBaHn s o0ecrieueHus: Haa&KHON BbIauu JaHHbIX. OCHOBHAs OCOOCHHOCTh BCEX
OPC cepBepoB - criocOOHOCTH BbIIaBaTh JaHHBIE U COOBITHSI.

OPC _UA cnpoektupoBaH i NOAJAECPKKH LIMPOKOro Juarna3oHa cepBepoB, oT npocteix [IJIK mo
IIPOMBIIUIEHHBIX CEPBEPOB. OTU CEpBEpa  XapaKTEpU3YIOTCA IIHPOKUM CHEKTPOM  pa3MepoB,
MPOU3BOAUTEIILHOCTH, MIATHOPM HCIIONHEHHS U QyHKIMOoHAIBbHOU éMKocTH. CrenoBarensHo, OPC UA
ONpeAEseT MCUEPIBIBAIOLIEE MHOXKECTBO BO3MOXHOCTEH, M CEPBEP MOXKET HMIUIEMEHTUPOBAThH
MOJIMHOXKECTBA ATUX BO3MOXKHOCTeH. [l oOecmeyenust coBmectumoctd OPC UA ompenensier
MOJIMHOKECTBa, HMMeHyemble [IpoduisimMu, KOTOpble cepBepa MOTYT YKas3blBaTh [JIsl COTJIACOBAHUA.
KnueHTsl MOTYT B IIOCIIEICTBUM BBIMOIHATH 0030p npoduieil cepsepa U NpoOpackiBaTh B3aUMOIEHCTBHE
C CepBEpPOM, OCHOBAaHHOM Ha MPOpUIISIX.

OPC UA cnemudukamnus CrIpoeKTUPOBaHA KakK SAPO B CJIOE€, HM30JIMPOBAHHOM OT MOJJIEKAIINX
KOMIIBIOTEPHBIX TEXHOJOTUH U CeTeBBIX TpaHcrnopToB. JTo mo3soisier OPC UA npu HeoOxomumocTu
pacmHpsATbCST Ha OyayliMe TEeXHOJOrMM ©0e3 OTTOpXKEHHs OCHOBBI Ju3aiiHa. Ha naHHBIE MOMEHT
cnenu(uKaue ompeneNeHsl JABa crmocoba KkoaupoBaHUs gaHHBIX: XML/text 1 UA Binary. B
JIOTIOJTHEHHWE, ompeieneHo aBa Tura TpancnoptHoro cios: TCP u HTTP/SOAP.

OPC UA cnopoextupoBaH kak peuieHue ans murpaunun ¢ OPC KIMEHTOB M cepBEpOB, KOTOpHIE
ocHoBanbl Ha Microsoft COM texnomnorusax. OPC COM cepsepa (DA, HDA u A&E) moryT ObITh JIeTrKO
orpaxkeHsl B OPC UA. [Ipon3BoauTen MOTYT CaMOCTOATENBHO OCYIIECTBIATh TAKYI0 MUTPALHIO WU XKe
PEKOMEHI0BaTh MOJIb30BATEIISIM UCIIOJIb30BATh OOEPTKU U KOHBEPTOPHI MEX 1y 3TUMHU IpoTokosaamu. OPC
UA yHuoumupyer npenslaynye MOAEIH B €AMHOM aIpEeCHOM IPOCTPAHCTBE C €IUHBIM MHOXECTBOM
CEPBHCOB.
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2. MoayJb peaju3anuu nNpoToKoJaa

Moaynbs npoTOKoJIa COAEPKUT KOJ peanuzauuu npotokonbHor yactu OPC UA kak 71sl KIMEHTCKOTO,
Tak u s cepBepHoro cepBucoB. s moctpoenuss OPC UA cepBepa H0CTaTOYHO CO37aTh BXOJSAIINN
TpaHcnopt, 00b19HO 310 TCP-Tpancmopt moayns Sockets, u BEIOpaTh B HEM MOAYIb JaHHOTO MPOTOKOJIA,
a TaKKe CKOH(UTYPUPOBATH XOTS ObI OJJMH KOHEYHBIN y3ell MOJYJIS MPOTOKOJIA, O YEM HUKE.

2.1. O0cayxuBanue 3anpocos 1o nporoxkoay OPC UA

Bxomsmue 3ampochkl K MOIYJIO-TIPOTOKONY 00pa0aThIBarOTCS MOJAYJIEM B COOTBETCTBHHM CO
ckoH(purypupoBanubiMu koHeuHbIMH y3i1amu OPC UA (EndPoints) (puc.1).

o B OpenSCADA QTCfg: Jeme cTaHuua

dain  PeaakTvposaHuwe Bua  MNomowe QTStarter

83000 M=% 14200 29
(s

Moayne: OPC_UA

@

OeMo cTaHuuA
-

H-

g Ba3el aaHHex KoHevHele y2nel | Momowe |
H EesonacHocre

i} TpawcnopTe KoHedHEle yane

B

- gy TpPaHoNopTHeIE NpOTOKO test
i HTTP-peanvzauua

i CoBcTeeHHEIR NpoTakaon
-- MonezoEaTensckWid NpoT
¢ B ModBUS

J ChBop AaHHEIX

| ApxWBEl

G CneyraneHel s

- [ Monesosatensckue uHTe

¥ ¥Ynpasnedwe Moaynami

|_£| Loaop
Loop S5L
-1 pLC

[« 0
[ ]

B roman

Puc.1. KoHneunsle y31bl IpOTOKOJIA.

Koneunsiit y3en nporokona OPC UA - 310 paxtruecku o0bekT cepBepa OPC UA. Koneunsle y3ibl B
OPC UA moryT ObITh KaK JIOKaJIbHBIMU, TaK U yAad€HHbIMU. JIOKaNbHBIN KOHEYHBIN y3el MpeaHa3HaueH
st npenoctaBieHus: pecypcoB cranmuun OpenSCADA mno nporoxony OPC UA, B TOXe Bpems
yIaléHHbIE KOHEYHBIC Y3JIbI CITYXaT JUIsl BBIMOJHEHUST Kak cepBuca 0030pa noctynHbeix OPC-UA y3noB,
TaK WU Uil IUJTFO30BaHHA 3alIPOCOB K y,[[aHéHHBIM CTaHIIUAM. B I[aHHOI\/'I BCpCUH MOAYJIA MOAACPKUBACTCA
TOJIBKO KOH(I)I/IpraIII/ISI JIOKAJIBHBIX KOHCYHBIX Y3JI0B.

O6mas koH(Hrypausi KOHEYHOTO y3Ja OCYIIECTBIISIETCS HAa TJIABHOM BKJIAJKE CTPAHMIIBI KOHEYHOTO
y37a (puc.2) mapaMmeTpamMu:
« CocrosiHHe y311a, a UMEHHO: cTatyc, "Brmouen" u umsa bJI, conepxaieit koHpuryparuro.
«  Wpentuduxarop, UMs U ONUCAHUE y37a.
+ CocrosiHMEe, B KOTOPOE EPEBOAUTH y3€JI MpH 3arpy3ke: "Brimrouen".
 Tun xonupoBanus nporokosa. Ha naHHBIN MOMEHT 3TO TOIbKO "buHapHbIN".
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http://wiki.oscada.org/Doc/Soskets?v=hyn

« URL kxoHe4HOI TOYKH.

+ Ceprtuduxkar cepsepa B popmare PEM.
+ IlpuBatssliii ki1t04 B popmare PEM.

+ ITlonautuku 6e30macHOCTH cepBepa.

ADA QTCfg: Oemo cTaHuna

%ann  PeapakTwpoeadwe  Bua  Nomowe QTStarter
00O L4200 @2

KoHeuHblA y3erm: test

Ademo cTaHuMA

= 5
"4 Bazel aannex KoHe4HEIA y3&n

E}ﬂ EezonacHocTe —

TpaHcnopTel — COCTOAHME —

TpaHcnopTHEI2 NpoToKon CTaTYE! Brrmouen. 3anpocos 0
HTTP-peanvzauwva ) P )

CoBcTEeHHBIM NpoToKon ¢ BrnmHeH ! El

MonezoeaTensckMid NpoTo
H- ModBUS BA.: [“'-“' |"]

- DOPC LA
test —KoHdurypauua
J CBop AaHHEIX D! tast
J ApXHEBEI . [
a CneywaneHele
CnucaHue!:

] MonezopaTeneCKUE MHTEE

@Y ¥npaeneHwe mogynamm

- Loop
Loop SSL

BrnwoHarte: E‘

THUN KOAMPOBAaHWA: | BMHapHEIA -

URL: [opc.tcp:ﬂl'aman. diva.org:4841

CepTudnkat cepeepa (PEM]:

MIIDOTCCAZqgAWIBAQIESR xbDzANB gk ghkiG9wO0BAQUFADEIMQsws QYDVQQGEWIE
RTEQMA4GALUECEMHOMFZYXIpYTESMBAGALUER xMITAVyZ W LiZXInMSAwHg YDV
ExdWbrmlrmaWVkIEF1dGoYXRpb24gR 21iSDEUMBIGAL UEAx MLWWFTZ X 22X IDUFAW
HheMMDgxMTEzMTY1HDQzWheHMDkxMTEzMTYLHD Q= WiBrMQswCQYDVQQGEWIER'
MA4GALUECEMHQMF2YXIpYTESMBAGALUER xMITAVYZ W LiZXInMSAwHgYDVQQKE ] &
brmlmaWvkIEF1dGotYXRpbZ4gR 2 1iSDEUMBIGALUEAxMLVWFTZHIZ ZXIDUFAwgZBw w

(+] | L]

MpreaTHEIA kKnwod cepeepa (PEM):

[TIT] ----- BEGIM R5A PRIVATE KEY-----
MIICKQIBAAKBQQCqQriZOTOZ+58295uBYIWEAGIIwIp9mP2ZodpowglxbOyT1logth
] ArATNTannAF I FNGeecr2 WW T YU W AR ivSvlWtdtH rmwh WHA 206 G aHFNSY e W0

Puc.2. I'naBHas BKjIaKa CTpaHUIIBI KOHEYHOTO Yy3JIa.
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3. MoayJb cOopa 1aHHBIX

Monyns cOopa AaHHBIX MPENOCTaBISAET BO3MOXKHOCTH OINpOca W 3amucu aTpuOyToB 3HaueHUs(13)
y3n0B tuna "llepemennas".

3.1. KonTpoJsiep 1aHHBIX

Jns no6asnenus ucrounnka ganHbix OPC UA cospaérest 1 KOHQUTypHpyeTcs KOHTPOJUIEp B CHCTEME
OpenSCADA. Ilpumep BkIaaAKu KOHPUTypalMu KOHTPOJUIEpa JaHHOTO TUIA N300paskeH Ha puc.3.

i B QpenSCADA QTCfg: Jemo ctaHuwa

®aiin  PepaktMpoeanve  Buao  MNomowe QTStarter
= ] = = £
& %5000 == L 200 89
KoHtponnep: test
KoHTpcnnep [ MapameTpel | Of3o0p y3NoB cepeepa |
EI--- a T O B
¥ lpancnopTel Ctatyc: D:3anyweH. COHop AaHHbLIX C Nnepuogom 1 c. 3aTpadyeHo
iﬁ S5L BpermeHn 0.242 mc. 3anpocos 12,
% CokeThl ~ BinroueH: ||
[F- MocnenoeaTeneHeld MH
E‘J e TpaHCNoOpPTHEIE NPOTOKE Banywen: ¥
& _J CBop AaHHbIX B[l koHTponnepa: [“'.“' [
El- Moy ne:
EF Wnios MeTodHMKDE £ ~ Kondurypauna
El- ModBUS
: ID:
i DCON knuenT test
---SNMP KRMEHT me: [
B OBopyaoceanne ICP o i
BEROYHEIA BEIMMCAWTI nneanne:
- YoTporcTea ACKY
R Chop oaHHEIX Ci
El- OPC UA
= test
:‘""tESt
B Zeykosan kapTa Brntodars: (¥
---J'Inrw-lecmm YpoBEH
[ BeidncnTens Ha ja Sanyckate: | |
Fl- Cop maHHeIx Siem
; . PeszepevpoBaHne! BrelKNHYeHoD -
[ Diamond nnatel cho el [ L ]
H- BuEnnoTera wabnoHoOS . MpennoyYyTeHWE MCAOMNHEHWA! [-:Bhlcmmﬁ YPOBEHE > | vl
B[ Apumaw Tab . | OPC_UA_Prm_test ]
@ CneunantHele abnvua napameTpos: _UA_Prm_tes
. IZI Mone3oBATENBCKHME MHT MNaHMpoBaHne Bbl4MCNeHHA: [1 |Vl
""" ﬁ“ YNpaeneHue Mogynamm - 6
&:] 8 Loop pPOEEHE NMPMOPWTETA 330a4M cbopa AaHHEIX!
Loop S5L Mepron CMHXPOHW3AWLMK C YAanéHHo cTaHuWeid (ceK); _
- PLC
Appec TpaHcnopTa: [Scckets.testDPC lv]
[II [III] KoHEYHEIA y3en: [cpc.tcp:_-f'_r"rcman.di'fa.crg:4841 l @
[ l I i)
B roman

Puc.3. Briragka koH(GUTYpauu KOHTPOJUIEpa.

C momo1IpIo ATON BKIAJAKU MOYKHO YCTAHOBUTH:
+ Cocrosinue kKoHTpoiUiepa, a umeHHo: Cratyc, "Brmtouen", 3anymen" u umsa b/, conepxarieit
KOH(UTYpaIHIo.
«  Wnentudukatop, UMs ¥ OMHCaHUE KOHTPOJLIEPA.
+ CocTtosiHHE, B KOTOPOE MEPEBOAUTH KOHTPOJUIEp TIpH 3arpyske: "Brirouen" u "3amymen".
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« PexxuM TroOpU30HTaNbHOTO PpE3EpPBUPOBAHUS M IPEANOYTEHUE HCHOJHEHUS JaHHOIO
KOHTpOJLIEpA.

+  HMms tabnuipsl 171 XpaHeHUs: KOHQUTypalyuy napaMeTpoB KOHTPOJUIepa.

« IlapameTpsl IIIaHUPOBILMKA UCTIOJHEHH 3a1a4u cOopa 1 €€ MPUOPUTETHOCTD.

 Ilepuon cuHXpoHU3aIMH KOH(PHUTYpanuud aTpuOyTOB MapaMETPOB C YNAIEHHOW CTaHIMEH, a
TaK)Ke BpeMsl IIOBTOPA MOMBITOK BOCCTAHOBJICHUS MOIKIIOUEHUS.

+ Azpec UCXOJIAIIETO TPAHCIIOPTA U3 CHHCKA CKOH(PUTYPHUPOBAHHBIX UCXOASIINX TPAHCIIOPTOB B
noacucteme "Tpancroptel" OpenSCADA.

« URL koHe4HOro y311a y/1ajn€HHON CTaHLINN.

+ TlonuTuka 6€30MaCHOCTH U PEKUM 0€30MaCHOCTH COOOIICHHUS.

+ Ceprudukar KIMeHTa U NpUBaTHLIN Koy B popmate PEM.

« OrpannyeHue uymciaa arpuOyToB B MapaMeTpe, IS pPEeXUMa HMMIIOPTa BCEX aTpUOYTOB
MPUHAISKALIUX OOBEKTY.

C nenpio obserueHus UACHTU(UKAIMH Y3JI0B Ha yIAIEHHONW CTaHLIMH, a TAK)Ke BEIOOpA MX JIUIsl BCTAaBKU
B IapaMeTpe KOHTpOJJIepa, B OObEKTe KOHTpOJUIepa IMpelyCMOTpEeHa BKJIaJKa HaBUTALMU IO y3JaM
yIAIEHHON CTaHLUH, I71€ MOXHO IPOMUTH MO A€peBY OOBEKTOB U O3HAKOMUTCS ¢ UX aTpudyTamu (puc.4).

i

QpenSCADA QTCfg: Oemo cTaHuwA

Daiin  Pepaktupoeanwe  Bua  MNomowe QTStarter
E > C
88000 AX Ll 200 88
MmAa B
| i Kontponnep: test
L:Jé Jemo cTaHuMA
Ei Basel naHHEIX | Koutponnep | Mapametpel ] Obsop yINoe cepeepa l
/i) BesonacHocTe
= ¥ TpaHcnopTel Y3en: |§\rar (1:"DAQ.LogicLev.experiment.P3.var") 5.']
- @ ssL
@ Corersl ATpNBYTEI:
.. I'IncneﬂuBaTEJ'leblﬁ ATPHG'FT | FHAYEHWE | B
- Gl TpaHcnopTHEIE npoT - -
B _J CBop AaHHBIX Wo.¥3na 1:"DAQ .LogicLev.experiment.P3 var"
El- Mogyne: Knacc¥sna MepeMeHHanA
[ W3 McToYHUKD
E- ModBUS E WMmaDbzopa Oivar
DCON knneHT n MmAaOToBpaxeHna rusvar
Bl SNMP knneHT
[ OBopyaoBaHme 1 E OnvcaHne MepemeHHan
E‘”w"‘f'ﬁ Beiumcr E MackaZanuch 0
[ ¥eTpoicTea ACK!
- R CHop AaHHL MackaZanuculones 0
El- OPC UA 3HEI‘-IEHI1E: 20.2803489074445 -
[ —— TMn,[I,aHHblx 0:Double
Bl 3syKosan rapra PaHr3Ha4eHnA -1
B~ Morudecknii ypoe «
-- BEIMMCANTENE Ha |+ PazmepHocTeMaccHea —
[Il | [IIB 12 | ¥poeeHeocTyna YteHwne, Jannce, E

B raman

Puc.4. Bxianka "OG630p y3710B cepBepa’ cTpaHUIIbI KOHTPOJUIEpa.
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3.2. [TapameTpsbl

Monyne cOopa JaHHBIX TIPEJOCTaBISET TOJIBKO OJUH THIT MAPaAMETPOB
JIOoTIOSTHUTETBHBIM KOH(QUTYPAIIMOHHBIM TIOJIEM MapaMeTpa JaHHOTO MOAYIs (pUC.5) SIBIIIETCS MepeueHb
y310B OPC UA. ATpuOyT B 3TOM IepedHe 3aluChIBACTCS CIASAYIONIM 00pa3oM: [ns:id].

I'ne:

ns - 00J1acTh UMEH, YUCIIOM; HYJICBOE 3HAUCHUE MOXKET OBbITh OIYIICHO;
id - nieHTU(UKATOP Y3114, YUCIIOM, CTPOKOH, cTpokoit 6aiT mwiu GUID.

ITpumep:

84 - KopHEeBast TUPEKTOPHUS;
3:"BasicDevices2" - y3en 6a30BbIX YCTPOMCTB B 00J1aCTH UMEH 3 U B BUJC CTPOKH;

4:"61626364" - y3en B obnacTi UMEH 4 U B BUJIE CTPOKH OailT;
4:{40d95ab0-50d6-46d3-bffd-f55639b853d4} - y3en B obmactu uméH 4 u B Bune GUID.

sio D DpenSCADA QTCfg: demo craHuwsa

“Crannmapt”.

Taidn PepakTMpoeadve  Buag

)

g Basbl paHHbIX

E:r}i‘} BesonacHocTe

r}} TpaHcnopTel

gy TPAHCMOPTHEIE NpOT
J CHop AaHHBIX

=E Mogyne:

- WAta3 neTouHWKD
- ModBUS

= DCON knveHT
[ SNMP knueHT

E- OfopynoeaHie I
[ BnoYHEIi BbMMC
F- ¥YoTpoiictea ACK!
R CHop AaHHbI;
£ OPC UA

¢ Htest

- 3BykoBan kapTa

-- Norvdecknii ypoe
£ BeluncnuTent Ha
-- CHop OaHHBIX Sie
Fl- Diameond nnaTe ¢
F Exwbnworera wabnoH

Bk ] Apxueel E
£t , CNellMANRHRIE hd
(4] 4|»

O- -3

MNomowe QTStarter

880V0CO»r= L&l 200 2@

lapameTp: test

MapaMeTp ATprBYTEI | ApxvEauna ]

—CocCToAHWE
Tun: std
BrnrodeH: IE

~KoHbwurypauwa

ID: test

Mma: [

OnucaHue:

Brnrouarte: o)

CNHUCOK Y3N0B:

4:"Counterl”
4:"AnalogStatic/StaticAnalogFloat”
2259

[

B ramaéan

Puc.5. Briagka koH(pUTrypamnuu napamerpa.
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B cooTBeTCTBHYU € yKa3aHHBIM CITUCKOM Y3JI0B BBITIOJHSICTCSI OIPOC M CO3J]aHKUE aTpUOYTOB Mapamerpa
(puc.6).

et 0 OpenSCADA QTCfg: Dewmo cTaHuWa

Taiin  PepakTMpoBadve  Bwa  Nomowe QTStarter
88 000Rx L4l 200 @0

F lapameTp: test

E‘ AeMo cTaHunA

:ﬁ Bazel oaHHEIX Mapametp ATpMBYTEI ApxvBaLMA
- ) Besonachocte
§} TpaHcnopTel ID: test
[ TpaHcnopTHele npoT
Elj CHop NaHHBIX Wma: [
- Mogyas: OnUcaHue:
“LUNH 3 MCTOYHWE
“ModBUS

~DCON knueHT
- SMMP knuenT
- OBopynogaHie I
" BROYHEBIA BBIMMCH

- {‘mpuﬁmﬂa ACKY | Ownbra: pw0: Ownbiw arpubyTos :0x0:0x0:0x0
- Chop OaHHen -
ohc U Counterl: |5687 =
- test StaticAnalogFloat: [U ]
test

H-3sykoBan kapTa SR

[ Mormdecknid ypok
- BeqncnuTent Hala

[ CBop AaHHEX Sifv

N - (1]

Puc.6. Bknagka arpuOyToB nmapamerpa.

OpenSCADA 0.7.1 - DAQ.OPC_UA, Protocol.OPC_UA 9



4. 3aMeuyaHus

B mnponecce peanuzamuu monyneit momnepxkku OPC UA Obim oOHapyXeH psJ HECOOTBETCTBUI
odpunuansHoro SDK co cnenuduxanueit OPC UA:

« OPC UA Part 6 Ha crpanune 27 coOepXHUT H300paK€HHE Mpolecca PYKOMOKATHs JUIs
yCTaHOBIEHHs Oe3omacHoro kanana. Ilaker cos3maHus ceccuu, UCXOId M3 3TOro Ipolecca,
MIOJAIUCHIBACTCS KIMEHTCKMM CUMMETPUYHBIM KIIFOYEM, a KogupyeTcsa cepepHbIM. Ha camoMm nene
Y TIOATMHUCH U IH(PPOBAHNUE OCYLIECTBISAETCS CEPBEPHBIM KIIIOUEM.
- OPC UA Part 4 na ctpanuue 141 conaepXuT omMcaHHe CTPYKTYphl JAAHHBIX MOJIUCH, TE
NEpBBIMA HIYT JaHHbIE IIOAIMCH, a 3aTEM CTpoka anroputma. Ha camom pnene peanusoBaH
00paTHBIN MOPSIOK.
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